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Electronic Transactions Act

Effiective since: Apnl 2, 2007,

Affects ALL Jamaican legisiation Wihlch
[efers te “Wrtingr.

AClH COVErs many: aspects of electronic
communicauions generally:
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PUrpose of Act

o fulflll  Goevernment's,  E-Transactions
PoIICY,

e Bullailegaliand regulateny filamework

Secure confidence for Jamaicans In e-
commerce

e conferm withrintermational pesitions
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PUrpose of Act

Act Will confirmrlegal hasis for:

EUI purchase ofi geeds and services enline
e prvacy: and Seculity, off ourr E-transactiens

ransactingl  E-business  with:  Gevernment
departments

although' argualler that electronic transactions
are already’legitimate




Ohjects ofi Act

Eacllitate electronic transactions

Promote: compatikle: legal ana business
Infirastructure

Eliminate; Uncertainties
Promoete pulklic confidence: in; E-transactions

Eacilitate’ E-Eiling withr Government




Ohjects ofi Act

Excluded transactions:
Wills
ranster o Land
Matters re st Law: or POWErS: Off attorney.

Procedures governed by: Civil Procedure
Rules 2002




Main Provisions of Act

Norehligation for E-commerce
BUit ACt applies o) all E-transactiens

Goevernment = can = Stipulate:  that a
transaction With it must be' E-transaction




Main Provisions of Act

E Infermation = written Infermation

Wihere' law: requires, written: infermation, E
InfierMatien IS acceptanle i

)

b)

S accessible and capale: of retention

It Infermation’ te Government, Infiermation
meets the set technolegical reguirements and
Verification reguirements

Eer  nen-Government  entity,  recipient
consents to E information;
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Main Provisions of Act

“gIving ofi Infermation means:
making application
Serving notice
making reguest
ISSUING Certiicate
100@ING oljection

givingl statement




Main Provisions of Act

E-Signature 1s valid-i:
clear methoal o Identify: signatony
methealis relianle

i Infermation IS te: Gevernment, method
satisfies; set reguirements

iif neR-GeVernment, PErsSen CONSEnts




Main Provisions of Act

Presumpiion; ofi accepiability” oft E-signature
i

Uniguely: linked toer signatory,

capahle ofi Identiing signatoery

Signature-creatieon. under soele contrel  of
signatery

sulseguent alteration: Is' detectanle




Main Provisions of Act

Decument may, e attested, notarsed or
Verified or made under oati electronically:




Main Provisions of Act

Where: law: requires: “original™ information, E
Infermation gualifies Ii:

- method! off pretection Is reliable
. Its accessible for subseguent reference

- Ift Information’ Is tor Goverament, Information
meets set  technologicall and  Verification
lequirements

- Non-Government person; consents




Main Provisions of Act

Where law reguires; infiermation: te be “kept?, It can
pe kept electronically
a E infermation admissible inf court
s Inassessing evidential weight, regard to:
reliability, off storage: anal communication
ManRer of Identiication eff eriginatien
any: ether relevant factor




Main Provisions of Act

EInfermation can: sauisfy/ SEnVIce or delivVery.
feguirements




Main Provisions of Act

Wihere law: prescrines: a fiorm, Minister toe
make: regulations ter contemplate E form

Where  law  reguires = payment o

Goevernment, regulations should cover E-
pPayIment.




Main Provisions of Act

Unless othernwise agreed, an offer and
aAcceptance may e expressead
electronically.

Contract: may, be formed by autemated
IRnteraction of computers

Sender  can’  reguirer  acknewledgment
receipt




Consumer Protection Provisions In
Act

E-merchant's) Wensiie must: provide: consumers
With merchant's:

x EUllEname, address; email adaress and telephene
AUMIBErS

s Address for legall service
a Corpoerate stauus, lir any.
x Viembership: inrself-regulatory or accledited hodies




Consumer Protection Provisions In
Act

code of conduct

characteristics of geods and! Services
fullfprice (Including taxes, fees oI CoSLS)
feguiredimethod off payment

full'terms and conditions; o contract
time: fier delivery

[eturm,, excihiange and refund policy.
dispute reselution cede




Consumer Protection Provisions In
Act

Online custemer must e given: eppoertunity: te
FEVIEW: Entilie ElECLrONIC transSaction.

Online. customer free te cancel E-transaction
Witheut charge or penalty: within: seven (7)
@days, SUB[ECE 10 EXCEPLIRNS,




Consumer Protection Provisions In
Act

Exceptions:

ElRancial; Insurance: or vanking Service

Auctions

Where price fluctuates and not controllable 1y
supplier

G00dS are personalised er are pelshalnie

Audier oK Video recordings ol computer seftware




Consumer Protection Provisions In
Act

Other exceptiens:
Saler el Newspapers, Mmagazines or PeOKS
gaming o Iottery Services

Prevision: ofi accommodation, tramnsport or
Calenng SEenvices




Consumer Protection Provisions In
Act

Sender off unsolicited E-communication must
gIVe COnsUmErs:

5 Opporttnity. te decline: future receipt

x Ifi reguested, source ofi CoRsumers contact
Infiermation.

x EFallure gives rise to offence. No agreement If
consumer fiailsi te; respoend.




Consumer Protection Provisions In
Act

E=SUpplier must meet agreed delivery time
or, Ifi nene, must deliver within thity: (30)
days

[i-late: delivery, consumer can cancel




Practical. Conseauence (aeneral)

lncrease N E transactions. Effective: wepsite
essential

Encouragement off enline sales te) fereigners
More Governmenit E-filing

Increased en-line fraud

BoOSt for encryption and protection| SerVices
Mere demand for compuiter-savyvy Workers




Practical ConsequUences

Welssites willfneea:
s Upeating
= more detallr abeut prefile and poelicies

a easlly facilitate en-line purchase oi: geods and
SErVICes

s [Ntegrate easy delivery off geoads
x (0 be user-friendly and rebust
= Contain all appropriate disclaimers;
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Practical ConsequUences

Eerms & Agreements should:

= e reviewed tor ensure compatianity wWithaaw
and practice

» Protect company.

a0 clear tor clstemer

5 SynAchronise paper and E-femims
a allew E-transactions




Practical ConsequUences

Codes ofi Conduct re computer use willfneed
Updating

s Better internal procedures tor keep: CUstemers
personaliinformation’ confidential.

s Needl stafff withh computer: skills

» Goed recernd-keeping needead




Practical ConsequUences

Imprevedt - r Management: Wit

= Necessany encryption and protection SerVICes
= [Moeniter Internal activities
s GOEUJ cUSteOMEr assuramnce




Practicall ConseguUERCES

Eratid prevention

x Education

s Regularreview

x Clear confirmation

x Approprate seftware and firewall




Practical ConsequUences

Biometrcs

= [FACES

= Finger prints
m EVes




Practical ConsequUences

Unsolicited Communication

m Customers must be able to decline
communication

s Customers cam unsuscrine
= Records kept ofi tnwilling custemers




Electronic Transactions Act

THE END

Peter S. Goldson
Myers, Fletcher & Gordon
Attorneys-at-Law
21 East Street
Kingston, Jamaica
Tel: 876-922-5860
Fax: 876-922-7575
website:
email:
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